Mobile Device Setup

These settings will depend on the make and model of your device, but the information and
credentials that will be needed are similar.

Even if you have enabled other security methods [e.qg., facial recognition, pattern or finger print,
You MUST ensure that your phone is passcode protected. If you have an android phone, use
the instructions on this link turn on secure startup on the security setting of your device. This
PIN protects and encrypts your phone with passcode so that it can meet the encryption
requirements of BHSB network.

1. Open Google Play [Android] or Apple Store [iPhone]
a. Download and Install:
i. Microsoft Intune or Company portal.
ii. Microsoft Outlook
iii. Microsoft Teams
2. First Open Microsoft Intune or Company portal application and login using your BHSB
credentials:
» Email address: firsthame.lasthame@bhsbaltimore.org e.g.,
john.doe@bhsbaltimore.org
» Password: your BHSB Domain account password
3. Follow the step-by-step instructions to encrypt, enroll and activate your device on
Microsoft Network.
4. Repeat Steps 2 and 3 to configure Microsoft Outlook and Microsoft Teams.

In the rare event that your phone requires Manual setup:

Open the email application on your phone

Settings Menu

Tap on “Add new account”

Then use the following instructions to set up a new Microsoft exchange ActiveSync
profile:
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= Email address: firstname.lasthname @bhsbaltimore.org e.g.
john.doe@bhsbaltimore.org

= Password: your BHSB Domain account password

=  Domain\username: firstname.lasthame@bhsbaltimore.org e.g.
john.doe@bhsbaltimore.org

= Exchange server name: outlook.office365.com

» The setup instructions will prompt for Microsoft Intune download and setup, follow the
prompt and subsequent installation instructions.


https://docs.microsoft.com/en-us/mem/intune/user-help/encrypt-your-device-android#:~:text=Enable%20secure%20startup%201%20Open%20the%20Settings%20app.,return%20to%20the%20app%20and%20select%20CONTINUE.%20
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Enabling secure startup

Secure startup protects your device by requiring a password or PIN each time the device is
turned on.

The name and location of the secure startup option can vary depending on your device
manufacturer and Android version.
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Open the Settings app.

Type secure startup in the app's search bar. a. If that does not bring up a matching
result, try searching for Strong protection.

Tap Secure startup > Require PIN when device turns on.

When prompted, enter your device PIN.



